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CONCEPT OF THE DRAFT UN CONVENTION
(Concept of secure functioning and development of the Internet)

27 July 2017

General provisions
Development of the Internet is of great importance for the humanity.

Development of technologies, services and businesses in the Internet creates new challenges for individuals, societies and States.

Internet has enabled the progress in the development of scientific knowledge, education, medicine, economy and other areas.

Proper functioning of the Internet became of significant importance for any State, its population and economy.

Currently we lack an open and transparent system of Internet governance.

We distinguish issues related to day-to-day technical and operational activity and issues related to governments’ activity and their roles in carrying out their commitments in international public policy issues, pertaining to the Internet, according to Resolution  2011/16  of  26 July 2011 of the United Nations Economic and Social Council (ECOSOC).

We underline the importance of security, continuity and stability of the Internet and the need to protect the Internet from possible threats and vulnerabilities.

We affirm the need for a common understanding of the issues of Internet security, and for further cooperation at the national and international levels.

According to the UNGA Resolutions A/RES/70/237 of 23 December 2015 "Developments in the field of information and telecommunications in the context of international security" and A/RES/70/125 of 16 December 2015 "Outcome document of the high-level meeting of the General Assembly on the overall review of the implementation of the outcomes of the World Summit on the Information Society" we encourage UN Member States to promote multilateral consideration of existing and potential threats in the field of information security.

We note the need to ensure a proper balance between law enforcement and respect for fundamental human rights as provided in the 1966 International Covenant on Civil and Political Rights as well as in other international human right treaties, which recognize the right of everyone for freedom to hold opinions without interference and the right to freedom of expression including freedom to seek, receive and impart all kinds of information and ideas, regardless of frontiers.

We reaffirm the need to respect, protect and ensure fundamental human rights and to recognize their importance for economic and social development, ensuring equal respect for and enforcement of all human rights, in particular the right to freedom of expression, the right to privacy, the right to receive information, anonymity, personal data protection online and offline, and other relevant human rights and freedoms.

We recognize the need to mobilize efforts of the international community to prevent using the Internet for purposes contrary to the UN Charter.

We recognize the need for new international arrangements to harmonize interaction and the role of States, global ICT companies, enterprises, responsible for the development of standards, technologies and communications networks.

We emphasize that no single State or a group of States shall have the right to cause interference to the Internet functioning, establish Internet norms and rules at its sole discretion, use mass surveillance, try to manipulate foreign public opinion or destabilize situation in sovereign States.

We affirm the importance of the Tunis Agenda for the Information Society (paragraphs 35-38, 51, 52, 69) that identified the role of all stakeholders in the Internet governance process and, inter alia, recognized that policy authority for Internet-related public policy issues is the sovereign right of States.

Purposes of Concept
Facilitate further development and improve security of the Internet, guarantee rights and freedoms of users.

Establish equitable international cooperation in the Internet governance.

Facilitate adoption and strengthening of measures towards a more effective and efficient Internet governance through improvement of national measures and international cooperation.
General principles of Internet governance
Internet governance is an open democratic process based on commonly recognized principles and norms of international law, oriented to people's needs, protection of their rights and freedoms, including personal data protection.

Internet governance shall not be subject to any unilateral political restrictions or commercial interests.

Internet governance is aimed at:

harmonization of national and international norms and standards, coordinated interaction at all levels of governance taking into account the right of each State to govern national Internet segment;

equal distribution of powers of one State to control the Internet governance systems between all States and, if necessary, other international entities;

establishment of international legal and organizational frameworks for Internet governance;

ensuring security, continuity, stability and robustness of Internet.
Principles of State behavior in the Internet governance

States have equal rights and responsibilities for international Internet-related public policy issues.

Access to Internet shall not be used by States as a tool to influence other States.

States shall refrain from actions to limit operation of and/or access to the Internet on the territory of other States.

States shall recognize the principles of equitability in the Internet governance as well as the sovereign rights of States to regulate national Internet segments.

States shall ensure safety, integrity, continuity, stability, robustness and security of national Internet segments, including functioning of critical infrastructure components of national Internet segments.

States shall respect, protect and ensure fundamental human rights and recognize their importance for social and economic development, ensuring equal respect and implementation of all human rights, particularly the right to freedom of expression, the right to privacy, the right to receive information, anonymity, protection of personal data both online and offline.

States shall govern the Internet on basis of sovereign equality, recognition of network sovereignty, sustainable development, protection from cross-border influence, ensuring security and reinforcing measures for secure functioning of the Internet.

States retain their national sovereignty over the information sphere of the Internet, guarantee protection of citizens within their jurisdictions , ensure governance, strategic robustness and protection of national Internet segments.

States, with balanced participation of stakeholders at the national level, have the right to independently allocate, assign and withdraw numbering and naming resources, maintain Internet addressing and identification, support the operation, monitor and develop the national Internet segment.

States follow principles of cooperation and mutual assistance, contribute to the development and application of international standards in order to create such an environment where users can use relevant services anywhere in the world, regardless of the applicable technology.

States shall designate national organizations responsible for national Internet segment governance in accordance with national laws.
States encourage the establishment of critical Internet infrastructure components on their territories.

States ensure stable functioning of the Internet and stable access of users to its services.

States encourage international cooperation for better Internet governance at the international level, on basis of equitable participation of global community with balanced participation of stakeholders.
Principles of international cooperation in Internet governance

Development, adoption and monitoring over implementation of rules for ensuring stable functioning of Critical Internet Infrastructure shall be performed by Authorized International Organizations.

Internet governance based on equitable participation of global community implies separation of governance process into several functions as described below, and these functions should be performed by distinct organizations:

constitutive functions, such as development and adoption of policies, rules, procedures, standards and other norms that regulate relations arising during Internet governance process;

enforcement functions not related to the day-to-day governance of critical infrastructure - these include decision-making functions to create and allocate critical resources between different parties, as well as dispute resolution;

enforcement functions related to the day-to-day governance of critical infrastructure - these include implementation of adopted decisions on the allotment/allocation of critical resources, as well as management of critical resources and monitoring the operation of critical infrastructure;

functions to operate Critical Internet Infrastructure.

Constitutive and enforcement functions related to Internet governance are performed by organizations with international status which guarantees their independence from jurisdiction of any State.

Organizations empowered to manage Critical Internet Infrastructure perform their work based on contracts with Authorized International Organization, and such contracts are regularly reviewed.

Each function has two levels of governance, i.e. international and national, and Internet governance process is based on coordinated interaction of these governance levels, taking into account the right of sovereign State to regulate infrastructure at the national level.

Authorized International Organizations that govern the Internet perform allocation and, if the consent of concerned States is obtained, reallocation of numbering, identification, addressing and naming (domain names) resources in an open and mutually agreed manner for their further management within national Internet segments of States.

Authorized international organizations ensure stable functioning of the Internet and access of users to Internet services, while States shall implement decisions of the relevant Authorized International Organizations.

Authorized International Organizations develop, implement and monitor the application of rules and standards aimed to ensure decentralization of Critical Internet Infrastructure governance, security and stable functioning of critical infrastructure of national Internet segments and of the Internet as a whole.

Principles of collaboration and assistance

States should strengthen collaboration to ensure integrity, reliable functioning and security of national Internet segments, to establish direct relations for Internet traffic transit and to develop Internet basic infrastructure.

States pursue policies aimed at meeting public requirements with respect to Internet access and use, and assist in promoting the operation and development of the Internet, including through international cooperation mechanisms.

States consider providing wide technical assistance to each other based on corresponding requests, in particular to developing countries, in connection with their corresponding Internet development plans and programs, improving Internet security and ensuring rights and freedoms for its users, including material assistance, training and mutual exchange of relevant experiences and expertise - these measures aimed to promote international cooperation between States.

States should intensify their efforts to maximize efficiency of practical and training events within international and regional organizations and in the frameworks of other relevant bilateral and multilateral agreements or arrangements.

States consider opportunities to assist each other, upon request, in the analysis, studies and developments of the Internet, improvement of the Internet security and ensuring users’ rights and freedoms in order to develop strategies and plans in these areas with participation of competent authorities and the public.
