Agenda of the XVIII International Forum
«Partnership of State authorities, civil society and the business community
in ensuring international information security»
Assembly Hall of the Diplomatic Academy
of the Ministry of Foreign Affairs of the Russian Federation
(Moscow, 53/2 Ostozhenka St.)

«Cooperation of states in ensuring international information security.
Current Challenges»

The Forum is organized by the National Association for International Information
Security (NAIIS).

The goal of the Forum is to discuss current challenges in advancement of cooperation
in ensuring the security of use of the global ICT environment and formation of the
system of international information security in the new geopolitical realities.

September 16, Monday

09.00 — 09.30 — Registration of participants

09.30 — 12.00 — Plenary session (by a special program)
Opened and moderated by the President of NAIIS Boris N. Miroshnikov

12.00 — 13.00 — Lunch

13.00 — 15.00 — Round Table Nel

Cooperation of SCO and BRICS states in the formation
of regional and transregional systems of international information security.

Moderator: Principal Counsellor, Department of International Information Security,
Ministry of Foreign Affairs of the Russian Federation, Andrei A. Akulchev

Questions for Discussion:

— current issues of ensuring information security of the SCO and BRICS countries;

— Comprehensive International Convention on Countering the Use of Information
and Communications Technologies for Criminal Purposes;

— 1issues of international information security in the SCO and BRICS: new forms
and directions of cooperation;

— expanding borders: promising areas of interaction between the SCO and BRICS
with external partners.
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15.00 — 15.30 —Coffee break

15.30 - 17.30 — Round Table No2

Digital sovereignty as the basis for the formation
of an international information security system.

Moderator: Vice-President of NAIIS, D.J.S., D.Eng.S, Professor at Moscow State
University, Anatoly A. Streltsov

Questions for Discussion:

sovereign states;

sovereignty of states in the ICT environment (digital sovereignty);

security and resilience of the ICT environment for the sustainable development of

application of norms and principles of International Law for cooperation of

sovereign states in the ICT environment for the purpose of their sustainable
development, maintenance of peace and security;

cooperation for countering these threats.

threats to the information security of BRICS states and directions of international
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of the Russian
Federation
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September 17, Tuesday

09.00 — 09.30 — Registration of participants

09.30 — 12.30 — Round Table Ne 3

Development of public-private partnership in the formation of an international

information security system in the context of development of the market for
trusted ICT products of friendly states, including the SCO and BRICS.




Moderator: Vice-President of NAIIS,
Director General of ANO "KOMIB" Dmitry I. Grigoriev

Questions for Discussion:

goals, formats and priority tasks of business participation in political processes of
forming the international information security system at various venues: UN,
BRICS, SCO, bilateral interaction at the level of the Ministry of Foreign Affairs
with partner states, etc.;

issues of legal regulation of foreign economic activity in the field of information
security at the national and international levels;

challenges of forming a trusted system for the development, implementation and
support of information security products and services that ensure the sovereignty
of friendly states in the information space;

the place, role and priority tasks of autonomous non-profit organizations and
development institutions in matters of increasing the effectiveness of PPP in the
field of information security;

potential interest of partner states and prospects for creating joint information
security centers, including personnel training, implementation of R&D projects in
the field of information security, cooperation in countering computer attacks, etc.;
topical issues of regional cooperation on information security in the current
political conditions.
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Participants of the discussion:
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13.30 - 17.30 — Round Table Ne 4 (15.30 — 16.00 — Coffee break)

Ensuring equality and independence of states in the global network of mass
information distribution, countering the threat of information wars.

Moderators: Deputy Editor-in-Chief of the International Affairs magazine, member of
the Union of Journalists of Russia Mikhail B. Kurakin and Assistant to the President of
NAIIS, D.Hist.S., Professor of MGIMO Anatoly I. Smirnov

Questions for Discussion:

— cooperation of states on an equal basis in the use of ICTs and their products to
disseminate information in the global information space that promotes the

strengthening of international peace and mutual understanding, development and

strengthening of traditional spiritual and moral values as a unifying principle for

all of humanity;

— countering the use of ICTs and their products in information wars as a means to
undermine (infringe) sovereignty, for extremist purposes, as well as for
interference in the internal affairs of sovereign states;

— ensuring safe and stable functioning and development of the Internet based on
equal participation of states in the management of this network and preventing
foreign control over the national segments;

— countering the falsification of history, disinformation, incitement of xenophobia,
the spread of the ideology of neo-Nazism, racial and national exclusivity,

aggressive nationalism. Strengthening of the moral, legal and institutional

foundations of modern international relations;




— 1improvement of international frameworks and standards for regulation and
protection of the media and mass communications, ensuring equal and free access

to them.
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September 18, Wednesday

09.00 — 09.30 — Registration of participants

09.30 — 13.00 — Round Table Ne 5 (11.00 — 11.30 — Coffee break)
Challenges of advancing cooperation between states in the field of combating the
use of ICTs for criminal purposes.

Moderator: Head of the Solar Security Group Alexander A. Vurasko

Questions for Discussion:

— trends and vectors of progression of modern cybercrime;

— advanced expertise of combating crimes in the sphere of information and

telecommunications;

— current challenges of cross-border information exchange in the context of

countering modern threats;

— the influence of the foreign policy situation on key vectors of cyber threats;

— cooperation between states in the field of combating the use of ICTs for criminal

purposes.
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Maxim S. Burov

Representative of the
National Computer
Incident Response and
Coordination Center

On approaches to organizing
cooperation in the field of detection,
prevention and elimination of
consequences of computer attacks, as
well as response to computer
incidents

Maksim
A. Tolkachov

Deputy Head of the
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the Illegal Use of
Information and
Communication
Technologies of the
Ministry of Internal Affairs
of the Russian Federation

The modern spectrum of ICT-crime
in Russia
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Cyberattacks as a means to
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minors in the Russian Federation
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International Cooperation
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13.00 — Closing of the Forum
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