
Agenda 
XIX International Forum 

Partnership of State Authorities, Civil Society and the Business Community 
in Ensuring International Information Security 

 
Main Hall of the Diplomatic Academy 

of the Ministry of Foreign Affairs of Russia 
(53/2, Ostozhenka str.) 

 
September 16-18, 2025 

 
Theme of the Forum: Endorsing a Secure Digital World 

 
The goal of the Forum is to discuss topical issues of developing 

cooperation on formation of the system of international information security (IIS) 
in the new geopolitical realities. 

 
September 16, Tuesday 

 
09.15 – 10.00 Registration 

 
10.00 – 14.00 Plenary Session (Moderator – Boris N. Miroshnikov, 
President of National Association for International Information Security). 
 
Participants of the plenary session: 

1. Dmitry G. Gribkov, Assistant Secretary of the Security Council of the 
Russian Federation 

2. Sergey V. Vershinin, Deputy Minister of Foreign Affairs of the Russian 
Federation 

3. Izumi Nakamitsu, United Nations Under-Secretary-General for 
Disarmament Affairs (in record) 

4. Maksut I. Shadayev, Minister of Digital Development, Communications 
and Mass Media of the Russian Federation 

5. Tatyana V. Matveeva, Chief of the Presidential Directorate for the 
Development of Information and Communication Technology and 
Communication Infrastructure 

6. Sergey I. Kislyak, First Deputy Chair of the Federation Council Committee 
on Foreign Affairs 
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7. Sergey V. Plokhov, Deputy Head of the General Department of 

International Legal Cooperation – Head of the Organizational and Legal 
Department at the Prosecutor General's Office of the Russian Federation 

8. Zhanna V. Alekseeva, State Secretary – Deputy Minister of Culture of the 
Russian Federation 

9. Indarto Eko Dono, Deputy for Coordination of Communication and 
Information, Coordinating Ministry for Political and Security Affairs, 
Republic of Indonesia 

10. Chun Vat, Secretary of State, Ministry of Posts and Telecommunications, 
the Kingdom of Cambodia 

11. Babar Sheikh, Chief Coordinator, Ministry for IT & Telecom, Islamic 
Republic of Pakistan 

12. Sanjay Goel, Professor and Chair, The State University of New York, USA 
13. Sergey V. Shytkov, Acting Rector of the Diplomatic Academy of the 

Ministry of Foreign Affairs of the Russian Federation 
 

Coffee Break – 11.30 – 11.45 
Lunch – 14.00 – 15.00 

 
15.00 – 18.00 Round Table № 1 
International cooperation in the field of International Information 

Security: current state, challenges and prospects (Moderator – Prof. 
Anatoly A. Streltsov (D.J.S., D.Eng.S.), Vice-President of NAIIS, Leading 
Researcher of the Center for Information Security Issues at the Faculty of 
Computational Mathematics and Cybernetics of Moscow State University) 

Questions for Discussion: 

1. Negotiation processes on international information security (IIS) in the UN: 
analysis of the results of the Open-ended Working Group on IIS and 
prospects for a permanent successor mechanism; UN Convention against 
Cybercrime: issues of entering into force, implementation and further 
improvement. 

2. Cooperation on the regulation of information and communication 
technologies (ICTs) and Internet governance: the role of the International 
Telecommunication Union in developing technical ICT standards; prospects 
for cooperation between states on the issue of secure operation of the 
Internet; the era of low-orbit satellite systems: accessible Internet or a tool 
for destabilizing society. 

3. Artificial Intelligence (AI): Key Challenges and Countermeasures; 
Regulation of AI at National and International Level. 
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The purpose of the discussion is to identify current areas of expert 
cooperation on issues of conducting interdisciplinary scientific research in the field 
of international information security. 

 
Keynote speakers: 

1. Artur R. Lyukmanov, Special Representative of the President of the Russian 
Federation for international cooperation in information security, Director of 
the Department of International Information Security of the Ministry of 
Foreign Affairs of the Russian Federation 

2. Anatoly Y. Kapustin, President of the Russian Association of International 
Law, Head of the Center for International Law and Comparative Legal 
Research of the Institute of Legislation and Comparative Law under the 
Government of the Russian Federation 

3. Petr U. Kuznetsov, Head of the Department, Yakovlev Ural State Law 
University 

4. Zhala Azizova, Regional Legal Coordinator for Eastern Europe and Central 
Asia, International Committee of the Red Cross 

5. Andrey V. Morozov, Professor, Lomonosov Moscow State University 

6. Natalya N. Kovaleva, Director of Department, Higher School of Economics 

7. Abhishek Vaish, Indian Institute of Information Technology, Allahabad 
(India) 

8. Maria A. Egorova, Head of International Cooperation Department, Kutafin 
Moscow State Law University 

9. Natalya P. Romashkina, Head of Information Security Issues Division, 
Center for International Security, Institute of International Economics and 
International Relations, Russian Academy of Sciences 

10. Anna V. Ignatova, Expert, National Coordination Center for Computer 
Incidents 

11. Oleg A. Gorbunov, Expert, Federal Security Service of the Russian 
Federation 

12. Dražen Višnjić, Director of the Agency for Information and Communication 
Technologies of the Republic of Srpska (Bosnia and Herzegovina) 

13. John Mallery, Massachusetts Institute of Technology (USA) 

14. Vladimir A. Gorzhaltsan, Advisor to the director of the Coordination Center 
for TLD .RU/.РФ 
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15. Sergey V. Plokhov, Deputy Head of the General Department of International 

Legal Cooperation – Head of the Organizational and Legal Department at 
the Prosecutor General's Office of the Russian Federation 

16. Arevic Z. Martirosyan, Head, Researcher, Associate Professor of the 
Department of Strategic Communications and Public Administration, 
Member of the 

 

Coffee Break – 16.30 – 16.45 

Gala dinner dedicated to the opening of the Forum – 18.15 – 21.00 

 
September 17, Wednesday 
 
10.00 – 13.00 Round Table № 2 
What is to be done? (Moderators – Anatoly I. Smirnov (D.Hist.S.), Assistant 

to the President of NAIIS, Professor of MGIMO University; Ivan V. Surma (PhD, 
Economics), Head of the Department of NAIIS, Associate Professor of the 
Diplomatic Academy of the Ministry of Foreign Affairs of Russia). 

Questions for Discussion: 

1. What is to be done to reduce the level of high-tech crime? How will the UN 
Convention against Cybercrime unite the States in this fight? What is the 
role of regional aspects? The present and future of criminal law 

2. What is to be done to ensure that the norms, principles and rules of 
responsible state behavior in the ICT environment move from being 
voluntary to becoming legally binding? 

3. What is to be done to ensure that the centers for scientific and academic 
exchange of the BRICS countries initiate practical cooperation? 

4. What is to be done to prevent AI, our development tool, from becoming our 
enemy? 

5. What is to be done to ensure that the global information security education 
system contributes to solving the problems of the IIS? 

Keynote speakers: 

1. Aleksey A. Vurasko, Expert, Rostelecom-Solar Group of Companies 

2. Andrey V. Kovalev, Head of the Main Directorate for Combating 
Cybercrime of the Criminal Police of the Ministry of Internal Affairs of the 
Republic of Belarus 
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3. Maksim A. Tolkachev, Deputy Head of the Administration for the 

organization of combating the illegal use of information and communication 
technologies of the Ministry of Internal Affairs of the Russian Federation 

4. Elena S. Zinovieva, Professor, MGIMO University 

5. Aleksandr N. Mitin, Assistant to the Rector of the Yakovlev Ural State Law 
University 

6. Kumar Alok, Honorary Board Member & Director Russia, BRICS Chamber 
of Commerce & Industries (India) 

7. Ruslan R. Mavleev, Expert, Ministry of Defence of the Russian Federation 

8. Egor K. Yakhvarov, Head of the Research Laboratory, A. F. Mozhaisky 
Military Space Academy 

9. Aleksandr A. Smirnov, Leading Researcher, Institute of State and Law, 
Russian Academy of Sciences 

10. Vasily E. Taran, Deputy Dean, MGIMO University 

11. Aleksandra S. Vanichkina, Director of the Institute of Information Sciences, 
Moscow State Linguistic University 

12. Dmitry B. Frolov – Advisor to the Director General of the Russian 
Television Broadcasting Network, Head of Department, Moscow Technical 
University of Communications and Informatics 

13. Bay Yaze, Postgraduate Student, MGIMO University (China) 

14. Dmitry V. Reutskiy, Director of the Research Institute “Integral” 

15. Teixiera Fasia, Cyber Dialogue Project Associate, Center for Humanitarian 
Dialogue (Switzerland) 

Coffee Break – 11.30 – 11.45 

Lunch – 13.00 – 14.00 

 

14.00 – 17.00 Round Table № 3 (Panel Discussion) 
Practical issues of external economic activity in the context of ICTs 

development in the new geopolitical realities (Moderator – Dmitry I. Grigoriev, 
Vice-President of NAIIS, Director General of ANO KOMIB). 

Questions for Discussion:  

1. Which of the current requirements/procedures/regulations governing 
external economic activity in the field of information security (IS) are, in 
your opinion, excessive and/or ineffective? 
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2. Let's imagine a hypothetical situation: all regulatory requirements 

concerning external economic activity in the field of IS have been cancelled! 
Assess what effect this will have on Russian vendors in external markets. 

3. After the exodus of foreign competitors, domestic vendors face a huge (by 
Russian standards) unfilled IS market at home. To what extent is it 
economically interesting for our companies to enter external markets in 
these conditions? What government incentives can be implemented for this? 

4. Domestic companies are a priori in a clearly weaker position in external 
markets compared to foreign competitors: tens of millions of installations of 
foreign products versus several thousand for domestic solutions mean 
fundamentally different opportunities for product lines development. 
a. What measures of state protectionism can remedy this situation? 
b. How do you assess the effectiveness and potential of the mechanisms 

proposed by the Ministry of Industry and Trade of Russia to support 
export-oriented Russian developers: 
1. Compilation of the List of domestic products recommended for 

transfer to international customers to ensure the functioning of 
information infrastructure; 

2. Development and adoption of the Procedure for foreign economic 
activity with regard to civilian products recommended for transfer 
to international customers to ensure the functioning of information 
infrastructure; 

3. Development and adoption of the Procedure for holding 
international exhibitions of products included in the List of 
domestic products recommended for transfer to international 
customers to ensure the functioning of information infrastructure; 

4. An interactive navigator, that includes current measures of 
financial and non-financial support for domestic developers from 
key development institutions of the Russian Federation. 

- Over the past three years, one could repeatedly hear the idea that Russian 
companies have acquired unique experience in ensuring sovereign 
cybersecurity in the context of unprecedented sanctions pressure and are 
ready to share their expertise with foreign partners. Why, in your opinion, 
have these declarations not yet been translated into specific projects? What 
is holding them back? 

- What, in your opinion, are the prospects for building cooperation with close 
partners (Belarus, Kazakhstan) for joint entry into the information security 
markets of African, Latin American and other countries? 

- At the moment, two strategic concepts for bringing domestic products to 
external markets have been proposed: the concept of measurable 
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cybersecurity from Cyberus/PositiveTech and the concept of a unified 
technological platform from the Solar Group of Companies. What is the 
difference between these approaches? How do the panel discussion 
participants feel about each of these concepts? 
 
Panel discussion participants 

1. Andrey A. Kulpin, Executive Director of ANO KOMIB 

2. Fatima M. Chankaeva, Security Vision 

3. Sergey P. Sherstobitov, Director General, Angara Security 

4. Timur I. Zinnyatullin, Director of Angara Cyber Resilience Center (ACRC), 
Angara Security 

5. Sergey G. Andreev, GR Managing Director, Managing partner of the 
Cyberus Foundation 

6. Igor Y. Alekseev, Positive Technologies 

7. Fedor A. Dbar, Commercial Director, Security Code LLC. 

8. Pavel V. Kuznetsov, Director of Strategic Alliances and GR, Garda Group of 
Companies 

9. Alexander A. Kovalev, Deputy Director General, Zecurion 

10. Dina Ramazanova, Deputy Director General, Cloudnetworks 

11. Andrey Y. Yarnykh, Digital Independence LLC 

12. Sergey B. Gusev, Head of Information Security Department, Severstal. 

13. Petr P. Lyapin, Independent Expert 

14. Vladimir A. Sakovich, Director General, SK Capital 

15.  Salnikov A. Alexey, Expert of NAIIS 

16. Alexey S. Martyntsev, Director of Information Security and IT Infrastructure 
Department, Norilsk Nickel 

17. Anna S. Terskaya, Head of Information Security Culture Development, 
Norilsk Nickel 

18. Maria R. Razumovskaya, Head of GR-direction Zecurion  
19. Maxim N. Stepchenkov, Deputy General Director of Russiem LLC 
20. Maxim P. Pavlovsky, Director of Business Development, International 

Business Alliance CJSC 
21. Dmitry V. Rodin, Executive Director of VIPFORUM 
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Coffee Break – 15.30 – 15.45 

Reception for Forum participants on behalf of KOMIB – 17.00 – 20.00 

 
September 18, Thursday 

 
10.00 – 14.00. Round Table № 4 
Current challenges of preserving traditional spiritual and moral values in 

the global information space (Moderator – Armen G. Oganesyan, Editor-in-Chief 
of the International Affairs journal). 

Questions for Discussion: 

1. ICTs and spiritual and moral values: external and internal threats – which 
are more dangerous? 

2. Social Networks and historical consciousness in the conditions of total 
falsification 

3. Books vs Neural Networks. Education system facing the challenge of AI. 
Scientific Forecasting: Research Institutes or AI? 
 
Keynote Speakers: 

1. Alexander G. Artamonov, Professor, Diplomatic Academy of the Ministry 
of Foreign Affairs of the Russian Federation 

2. Karin Beshe-Golovko, Political Scientist, Visiting Professor, Lomonosov 
Moscow State University (France) 

3. Andrey A. Vorobyov, Director of the Coordination Center for TLD .RU/.РФ 

4. Anna A. Gladkova, Deputy Dean for International Cooperation, Faculty of 
Journalism, Lomonosov Moscow State University 

5. Dmitry G. Evstafiev, Professor, Institute of Media at Higher School of 
Economics 

6. Alexey V. Kuznetsov, Director, Institute of Scientific Information for Social 
Sciences, Russian Academy of Sciences 

7. Alexey A. Kuznetsov, PhD (Hist.), Head of Department, Research Institute 
of Military History, Military Academy of the General Staff of the Armed 
Forces of the Russian Federation 

8. Petr V. Multatuli, D.Hist.S., Professor of the K.G. Razumovsky Moscow 
State University of Technologies and Management 

9. Anton A. Nazarov, Professor, RANEPA 
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10. Lily Ong, Geopolitical and Cybersecurity Analyst, Editor, Author and 

Political Commentator (Singapore) 

11. Viktor V. Panin, Chairman of the All-Russian Society for the Protection of 
Consumer Rights in Educational Services “Adequate Education for Russian 
Citizens” 

12. Igor S. Prokopenko, Deputy Director General of RenTV, author and host of 
the program “Military Secret”, seven-time winner of the TEFI award 

13. Leonid P. Reshetnikov, Head of the Heritage of the Empire Interregional 
Public Movement, Advisor to the Rector of K.G. Razumovsky Moscow 
State University of Technologies and Management 

14. Natalya A. Tsvetkova, Director of Georgy Arbatov Institute for U.S. and 
Canada Studies, Russian Academy of Sciences 

15. Andrey E. Shagov, Head of the Department of the Research Institute 
(Military History) of the Military Academy of the General Staff of the 
Armed Forces of the Russian Federation 

16. Vasily A. Shipkov, MGIMO University, Russian Expert School 

17. Tatyana V. Kant, expert of the Secretariat of the SCO Business Council 

18.  Inna Yu. Tarasova, PhD, Federation Council of the Federal Assembly of the 
Russian Federation, Committee on International Affairs 

19.  Sergey N. Bobryshev, Commercial Director, Ph.D., ParaType Company 

Coffee Break – 11.30 – 11.45. 

Reception for keynote speakers – 14.00 – 16.00 


