Program XV international Forum «Partnership of State, business and civil
society in ensuring international information security»

Security and international cooperation in the ICT environment

The forum is held by National Association
for International Information Security (NAIIS)
(the Russian Federation)

The Forum purpose — to discuss the priority directions for global, regional,
multilateral and bilateral cooperation in the field of the international information security
system formation.

September 27, 2021, Monday
09.00-9.30 Registration of participants

9.30-13.00 Plenary session
«States activities to ensure international information security»

The Session purpose — to discuss the updated Concept of UN Convention on
International Information Security (posted on the website of the Russian Federation
Security Council), the problems of preventing conflicts in the information space,
countering the use of information space for terrorist and other criminal purposes, building
trust in the ICT environment. It is supposed to hear reports on topical issues of
international cooperation in the field of forming the international information security
system.

Priority issues:

- existing and potential threats to the international peace and security in the ICT
environment;

- maintaining strategic stability taking into account the ICT environment;

- basic principles of ensuring international information security;

- international cooperation in the field of preventing military conflicts in the ICT
environment, resolving disputes in the ICT environment, countering the use of the ICT
environment for terrorist purposes;

- application the rules of states responsible behavior in the ICT environment;

- confidence-building measures in the ICT environment.

Moderator — Smirnov Anatoly Ivanovich - General Director of NAIIS
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14.00 -18.00 Roundtable Ne 1

«International cooperation in the field of incident attribution to resolve
peacefully the disputes in the ICT environment»
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The Roundtable purpose — to discuss the problems of incidents attribution in the
ICT environment and priority areas of expert cooperation in the field of improving the
information exchange system about incidents.

It is supposed to hear and consider reports on political and legal aspects of the
incidents attribution problem in the ICT environment:

- incidents in the ICT environment;

- determination and fixing the zones of states responsible behavior of in the ICT
environment;

- security legal regime of the ICT environment objects;

- the States jurisdiction over the ICT infrastructure located on their territory;

- State sovereignty, international norms and principles arising from sovereignty and
regulating international relations in the field of ICT use.

Moderator — Murashev Nikolay Nikolaevich - Deputy Director of the National
coordination center for computer incidents of the Russian Federal Security Service
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September 28, 2021, Tuesday
9.00-13.00 Roundtable Ne 2
«Ensuring the security of Critical Information Infrastructure facilities»

The Roundtable purpose — to discuss the problems at the system development in
ensuring the security of critical information infrastructure facilities and priority areas of
expert cooperation in this area.

It is supposed to hear and consider reports on priority directions of states interaction
in the field of the critical information infrastructure security:

- international legal fixing the boundaries of State responsibility zones in the ICT
environment;

- fixing the boundaries of the national critical information infrastructure objects;

- data exchange on violations the States responsible behavior rules in the ICT
environment, as well as on States allegedly affected by an incident in the ICT
environment;

- protection of critical information infrastructure objects;

- assistance to States affected by incidents at critical information infrastructure
facilities.

Moderator — Grigoriev Dmitry Igorevich - Director of the Information
Security and IT Infrastructure Department of the PJS "MCG '"Norilsk Nickel", the
NAIIS member.
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14.00-18.00 Roundtable Ne 3
«International cooperation in the field of combating information crime»

The Roundtable purpose - to discuss the problems of countering information
crime and priority areas of expert cooperation to improve the effectiveness of this
counteraction.

It is supposed to hear and consider reports on priority directions of cooperation
in the field of preventing and eliminating the consequences of crimes in the ICT
environment, as well as providing mutual assistance in the investigation of crimes:

- criminalization of delinquencies in the information space and law enforcement
activities;

- prevention and counteraction to crimes and other illegal acts in the information
space;

- general principles of international cooperation and mutual assistance;

- technical assistance and training of the staff.

Moderator — Miroshnikov Boris Nikolayevich, Vice President, Group of
companies “Citadel”, Member of the Presidium of NAIIS.



Institute for
National Strategic
Studies [Center for

Technology and “Can Nations Tame
Charles Barry National Security Zoom Cybercrime?”

Policy Studies]

National Defense

University (USA)

greor;:fﬁ tor's Office f<Crimina_11ization of offences in
Gudkov of the Russian information space anc_l law
Nikolai Federation - Senior enforcement; prevention and
Mikhailovich | Prosecutor of the counteraction to crimes and

Department of the cher unl_awful acts in

Main Directorate information space>

Head of

Cybercrime

Division at the

Council of Europe; «International cooperation on
Alexander Executive Zoom cybercrime and electronic
Seger Secretary at the evidence: the experience of the

Cybercrime Council of Europe»

Convention

Committee

(France)
Salikhov The Main
Temirlan Department of
Yusupovich; Criminalistics of «Investigating Crimes Using
Khmelevsky the Russian Open Internet Sources»
Kirill Investigative
Yuryevich Committee

Paris 8 University «Coqperation in the field of
Aude Géry (France) Zoom | ICT incidents: the emergence

of a new obligation»

Chief of

Information Law,
Morozov il;[t;z;ren ilg‘gi:nd «Training of highly qualified
Andrey department of the Zoom | legal personnel in the field of
Vitalievich countering information crime»

All-Russian State
University of
Justice (RLA of




the Ministry of
Justice of Russia)
Deputy Director
and Professor of
the Institute for
Defense
Technology and «The impact to cyber
7. | Qichao Zhu Strategic Studies, Zoom | security from Al technology
National evolving»
University of
Defense
Technology
(China)
Zinchenko Centre fpr «F.un(.:tlonallty of the.
International principles of international
8. | Alexandr : .
Viktorovich Information cooperation in the ICT
Security, MGIMO sphere»
ICANN, Global
c Stakeholder «ICANN Research Projects in
Mikhail Engagement Sr. )
9. .. Internet Addressing System
Anisimov Manager, Eastern S .
Europe & Central eeunt
Asia (USA)
Managing
. Director, Head of
Veligodsky the Anti- «Countering cyberbullying.
10. | Sergey : . :
Sergeevich Cybercrime Sberbank's experience»
Department at the
Sberbank PJSC
Vurasko Head of the D1.g1ta1 «Cross-border interaction as a
Threat Analysis :
11. | Alexander key element in the fight
) Department at the . o
Alekseevich : against phishing attacks»
Infosecurity
: Centre for : .
Yulia . «Problems of investigation of
International . : ) )
12. | Aleksandrovna . international information
Yudina Information crime»
Security, MGIMO

September 29, 2021, Wednesday

9.00-13.00 Roundtable Ne 4

«Cooperation in the field of prevention of military conflicts and peaceful
resolution of disputes in the ICT environment»
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The Roundtable purpose — to discuss the problems of preserving strategic
stability, improving the system of confidence-building measures in the ICT environment
and the peaceful resolution of disputes in the ICT environment, as well as priority
directions of expert cooperation in this field.

It is supposed to hear and consider reports on priority directions of cooperation in
the field of preventing the escalation of military activity because of incidents in the ICT
environment:

- malicious and hostile use of ICT against objects of critical information
infrastructur;

- maintaining strategic stability taking into account the ICT environment;

- cooperation in the field of prevention and resolution of disputes in the ICT
environment;

- exchange of the information about incidents in the ICT environment;

- confidence-building measures in the ICT environment.

Moderator — Elias Vladimir Petrovich - The Russian Defense Ministry.
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14.00-18.00 Roundtable Ne S
«Cooperation in the field of countering intervention in the internal affairs of
sovereign states using mass communication media»
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The Roundtable purpose — to discuss the problems of setting standards for
preventing the use of ICT for intervention in the internal affairs of sovereign states, as
well as priority directions of expert cooperation on countering such intervention.

It is supposed to hear and consider reports on priority directions of interaction
between states in order to prevent intervention in the preparation and realization of
political events in sovereign states:

- prohibition of state intervention in matters falling within the internal competence
of other states;

- forms and methods of countering the use of ICT for intervention in the internal
affairs of sovereign states;

- regulation of the international relations in the field of countering the use of ICT
for intervention in the internal affairs of states.

Moderators — Smirnov Anatoly Ivanovich — Director General of NAIIS,
MGIMO Centre for International Information Security; - Kurakin Mikhail
Borisovich - Deputy Editor-in-Chief of «International Affairs» magazine of the
Russian Foreign Ministry
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